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Abstract—Cloud storage system provides facilitative file storage and sharing services for distributed clients. To address integrity,
controllable outsourcing and origin auditing concerns on outsourced files, we propose an identity-based data outsourcing (IBDO)
scheme equipped with desirable features advantageous over existing proposals in securing outsourced data. First, our IBDO scheme
allows a user to authorize dedicated proxies to upload data to the cloud storage server on her behalf, e.g., a company may authorize
some employees to upload files to the company’s cloud account in a controlled way. The proxies are identified and authorized with their
recognizable identities, which eliminates complicated certificate management in usual secure distributed computing systems. Second,
our IBDO scheme facilitates comprehensive auditing, i.e., our scheme not only permits regular integrity auditing as in existing schemes
for securing outsourced data, but also allows to audit the information on data origin, type and consistence of outsourced files. Security
analysis and experimental evaluation indicate that our IBDO scheme provides strong security with desirable efficiency.

Index Terms—Cloud storage, Data outsourcing, Proof of storage, Remote integrity proof, Public auditing.

1 INTRODUCTION

LOUD platform provides powerful storage services to
C individuals and organizations [1]. It brings great bene-
fits of allowing on-the-move access to the outsourced files,
simultaneously relieves file-owners from complicated local
storage management and maintenance [2]. However, some
security concerns may impede users to use cloud storage.
Among them, the integrity of outsourced files is considered
as a main obstacle [3], since the users will lose physical con-
trol of their files after outsourced to a cloud storage server
maintained by some cloud service provider (CSP). Thus, the
file-owners may worry about whether their files have been
tampered with, especially for those of importance.

Considerable efforts have been made to address this is-
sue. Among existing proposals, provable data possession (PDP)
[4] is a promising approach in proof of storage (PoS). With
PDP, the file-owner only needs to retain a small amount of
parameters of outsourced files and a secret key. To check
whether or not the outsourced files are kept intact, the file-
owner or an auditor can challenge the cloud server with low
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communication overheads and computation costs. If some
part of the file has been altered or deleted, for example,
due to random hardware failures, the cloud storage server
would not be able to prove the data integrity to convince
the clients.

We observe two critical issues not well addressed in
existing proposals. First, most schemes lack a controlled way
of delegatable outsourcing. One may note that many cloud
storage systems (e.g., Amazon, Dropbox, Google Cloud stor-
age) allow the account owner to generate signed URLSs using
which any other designated entity can upload, and modify
content on behalf of the user. However, in this scenario, the
delegator cannot validate whether or not the authorized one
has uploaded the file as specified or verify whether or not
the uploaded file has been kept intact. Hence, the delegator
has to fully trust the delegatees and the cloud server. In
fact, the file-owner may not only need to authorize some
others to generate files and upload to a cloud, but also need
to verifiably guarantee that the uploaded files have been
kept unchanged. For instance, in Electronic Health Systems
(EHS) [5], [6], when consulting a doctor, the patient needs
to delegate her doctor to generate electronic health records
(EHRs) and store them at a remote EHRs center maintained
by a CSP [7]. In another typical scenario of cloud-aided
office applications, a group of engineers in different places
may fulfill a task in cooperation. The group leader can create
a cloud storage account and authorize the members with
secret warrants. The behavior of the group members and
the cloud server should be verifiable.

Second, existing PoS-like schemes, including PDP and
Proofs of Retrievability (PoR) [8], do not support data log
related auditing in the process of data possession proof.
The logs are critical in addressing disputes in practice.
For example, when the patient and doctor in EHS get
involved medical disputes, it would be helpful if some
specific information such as outsourcer, type and generating

1556-6013 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2016.2646913, IEEE

Transactions on Information Forensics and Security

IEEE TRANSACTIONS ON XXX, VOL. XX, NO. XX, XXXX 201X

time of the outsourced EHRs are auditable. However, there
exist no PoS-like schemes that can allow validation of these
important information in a multi-user setting.

1.1  Our Contributions

To address the above issues for securing outsourced data in
clouds, this paper proposes an identity-based data outsourcing
(IBDO) system in a multi-user setting. Compared to existing
PoS like proposals, our scheme has the following distin-
guishing features.

o Identity-based outsourcing. A user and her autho-
rized proxies can securely outsource files to a remote
cloud server which is not fully trustable, while any
unauthorized ones cannot outsource files on behalf of
the user. The cloud clients, including the file-owners,
proxies and auditors, are recognized with their i-
dentities, which avoids the usage of complicated
cryptographic certificates. This delegate mechanism
allows our scheme to be efficiently deployed in a
multi-user setting.

e Comprehensive auditing. Our IBDO scheme
achieves a strong auditing mechanism. The integri-
ty of outsourced files can be efficiently verified by
an auditor, even if the files might be outsourced
by different clients. Also, the information about the
origin, type and consistence of outsourced files can
be publicly audited. Similar to existing publicly au-
ditable schemes, the comprehensive auditability has
advantages to allow a public common auditor to
audit files owned by different users, and in case of
disputes, the auditor can run the auditing protocol
to provide convincing judicial witnesses without re-
quiring disputing parties to be corporative.

e Strong security guarantee. Our IBDO scheme
achieves strong security in the sense that: (1) it can
detect any unauthorized modification on the out-
sourced files and (2) it can detect any misuse/abuse
of the delegations/authorizations. These security
properties are formally proved against active collud-
ing attackers. To the best of our knowledge, this is the
first scheme that simultaneously achieves both goals.

A thorough comparison of our scheme with several relat-
ed schemes is shown in Table 1 in terms of delegated data
outsourcing, certificate-freeness, data origin auditing, data
consistence validation and public verifiability. We also con-
duct extensive experiments on our proposed IBDO scheme
and make comparisons with Shacham and Waters” (SW) PoR
scheme. Both theoretical analyses and experimental results
confirm that the IBDO proposal provides resilient security
properties without incurring any significant performance
penalties.

1.2 Related Work

The notion of PDP introduced by Ateniese et al. [4] allows
an auditor to check the integrity of an outsourced file
without retrieving the entire file from the cloud server;
at the same time the server does not need to access the
entire file for answering integrity queries. A subsequent
work in [17] supports modification and deletion, but not
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insertion operations on the outsourced data. Yang and Jia
[18] presented a scheme to support dynamic update for the
outsourced data. Wang et al. [19] introduced a third security-
mediator into PDP system to generate verifiable metadata
on the outsourced files in a blind way, so that the security-
mediator learns nothing about the file. In [20], Wang et al.
offloaded the burdensome exponentiations in PDP schemes
at the client side by outsourcing the computations to a single
computation server.

Using proxy re-signatures, Wang et al. [11] proposed
a secure cloud storage scheme with user revocation in a
multi-user setting, that is, if some user is revoked, then
her outsourced data will be re-signed by the cloud storage
server. Chen et al. [12] investigated the relationship between
secure cloud storage and secure networking coding, where
a systematic way is presented to construct a secure cloud s-
torage scheme from any secure networking coding protocol.
Zhu et al. [21] discussed multicloud storage and presented a
cooperative PDP scheme which can efficiently support data
migration. Wang [22] also considered the multicloud stor-
age scenario and proposed a secure identity-based scheme.
Recently, Yu et al. [23] studied key-exposure problem in
secure cloud storage. In [24], an identity-based PDP scheme
is presented from pre-homomorphic signatures to support
group-oriented applications.

Public verifiability is a preferable property for PDP
schemes, which allows anyone to audit the outsourced data
without knowing the private parameters of the data owner.
With this property, the data owner can delegate the rights
of integrity auditing to a third party auditor (TPA) without
leaking private information. Aforementioned schemes [4],
[11], [12], [17], [19], [21], [22] are all publicly verifiable. Jiang,
Chen and Ma [25] recently presented a publicly verifiable
scheme using the vector commitment technique, which also
supports secure user revocation. Fan et al. [26], Yu et al. [27]
and Yu et al. [28] considered indistinguishability /privacy
on outsourced data against the auditor in auditing integri-
ty. Zhang and Dong’s publicly verifiable data outsourcing
scheme [29] is proved with tight security reduction in ID-
based setting. Zhang et al. [30] designed a certificateless
public verification scheme which provides stronger security
against a malicious auditor.

PoR [8] is also related to our work, which allows the
cloud server to convince the clients (file-owners and audi-
tors) that the outsourced files can be successfully retrieved.
As sentinels are used for detecting unauthorized modifica-
tions, only a limit number of integrity queries on the out-
sourced files are supported in [8]. Shacham and Waters [9]
further presented three PoR schemes with private and pub-
lic verifiability, which are the first with strict security proofs.
Bowers, Juels and Oprea [31] investigated PoR in multi-
server setting, which strengthes the security and availability
of outsourced files in the standard PoR framework.

Another line of related works support delegatable in-
tegrity auditing on outsourced files, yet they cannot support
controlled delegatable data outsourcing. Wang et al. [10]
proposed privacy-preserving public auditing cloud storage
schemes, in which a secure TPA is introduced to verify the
integrity of outsourced files, while TPA can learn nothing
about the file’s content. In a proxy PDP scheme presented
by Wang [13], if the designated auditor is unavailable, then

1556-6013 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2016.2646913, IEEE

Transactions on Information Forensics and Security

IEEE TRANSACTIONS ON XXX, VOL. XX, NO. XX, XXXX 201X

TABLE 1
Comparison with existing related works

Schemes Delegated data Certificate-Freeness Origin Consistence Public
outsourcing Auditing | Validation | Verifiability
Shacham and Waters [9] X X X X Vv
Wang et al. [10] X X X X X
Wang et al. [11] X X X X Vv
Chen et al. [12] X X X X v
Wang [13] X X X X X
Shen and Tzeng [14] X X X X X
Armknecht et al. [15] X X X X X
Wang et al. [16] X v X X v
Ours v v v v v

the authorized proxy can be delegated for conducting data
possession checking on behalf of the auditor. Shen and
Tzeng [14] proposed a delegatable PDP scheme, where a
user can delegate integrity auditing capability to a delegatee
so that the delegatee can perform auditing protocol on any
outsoured files of this user. Armknecht et al. [15] studied
delegatable auditing for privately auditable PoR schemes,
which simultaneously protects against collusion attacks by
malicious clients, auditors and cloud servers. Based on a
variant of the Schnorr signature, Wang et al. [16] proposed
a secure data outsourcing scheme in the identity-based set-
ting, however, their scheme also does not support delegated
data outsourcing mechanism.

1.3 Paper Organization

We describe the IBDO system architecture, threat model and
security goals in Section 2. The framework of IBDO system
and the corresponding security model are formalized in Sec-
tion 3. A detailed IBDO construction is presented in Section
4. The security and performance of our IBDO scheme are
analyzed in Section 5 and Section 6, respectively. Finally,
Section 7 concludes the paper.

2 SYSTEM MODEL
2.1

The architecture of our IBDO system is shown in Fig. 1.
An IBDO system consists of five types of entities, that is,
file-owners, proxies, auditors, registry server, and storage
server. Generally, the file-owners, proxies and auditors are
cloud clients. The registry server is a trusted party responsi-
ble for setting up the system and responding to the clients’
registration, and also allows the registered clients to store
the public parameters of outsourced files. The cloud storage
server provides storage services to the registered clients for
storing outsourced files. In real-world applications, an or-
ganization buys storage services from some CSP, and the IT
department of the organization can play the role of a registry
server. In this way, the registered clients (employees) can
take advantage of the storage services.

The file-owner and her authorized proxies can outsource
files to the cloud server. Specifically, on behalf of the owner,
the authorized proxy processes the file, sends the processed
results to the storage server, and uploads the corresponding
public parameters of the file to the registry server. Neither
the file-owner nor the proxy is required to store the original

System Architecture

file or the processed file locally. The duty of the auditor is
to check the integrity of outsourced files and their origin-
like general log information by interacting with the cloud
storage server without retrieving the entire file.

File-owner

@
@
Registry Server
®
Auditor

& o R

Proxies Storage Server—~

(D Register () Delegation () Original file @ Processed file () Integrity & origin audit

Fig. 1. The architecture of IBDO system

2.2 Adversary Model and Security Goals

An IBDO system confronts two types of active attacks. The
cloud client may impersonate others, specifically, she may
impersonate an owner or another authorized proxy, or abuse
a delegation, and in this way she can process a file and
outsource it to the storage server in an unwanted way. On
the other hand, a malicious storage server may modify or
even remove the outsourced files (for example, for saving
storage space or due to hardware failures), especially for
the rarely accessed files.

Taking into account the above realistic attacks, a secure
IBDO system should satisfy the following requirements:

e Dedicated delegation: A delegation issued by a file-
owner can only be used by the specific authorized
proxy to outsource specified files in a designated
way. Even the authorized proxy cannot abuse it
to outsource unspecified files, and multiple proxies
cannot cooperatively deduce a valid delegation for a
new warrant to outsource an unspecified file.

o Comprehensive auditing: Not only the integrity of
the outsourced file, but also the log information
about the origin, type and consistence of the out-
sourced files should be verifiable by the auditors.
The integrity auditing ensures that the outsourced
files have been kept intact; the other general log in-
formation auditing ensures that the file has been out-
sourced in the designated way. With comprehensive
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auditing, an IBDO system can provide convincing
judicial witnesses to address disputes.

3 DEFINITIONS

3.1 Framework of IBDO System

Formally, an IBDO system consists of five polynomial-
time computable algorithms/protocols, that is, Setup, Regst,
Dlgtn, IBDOsc, and Audit.

o Setup(1®) — (Para,msk): on input 1* where & is
a security parameter, the system setup algorithm,
which is run by the registry server, generates the
public parameter Para for the system and a master
secret key msk for the registry server itself.

o Regst(Para,msk,ID;) — sk;: on input the public
parameter Para, the master secret key msk and an
identity ID;, the register algorithm, which is run by
the registry server, generates a private key sk; for
user ID;. User ID; should be able to validate sk;
and accept it as her/his private key only if it passes
the validation.

o Dlgtn(Para, ID,, sk,,ID,) — (W, 0,): on input the
public parameter Para, an identity 1D, (file-owner)
and her private key sk,, and another identity 1D,
(proxy), the delegating outsourcing rights algorithm,
which is run by a delegator I D,,, generates a pair of
warrant and delegation (W, o,,) for proxy ID,. The
proxy ID, should be able to validate (W,0,,) and
accept the delegation only if it passes the validation.

o IBDOsc(Para, W, oy, skp, M) — (7,M*): on input
the public parameter Para, a pair of warrant and
delegation (W, 0,,), a private key sk, and a file M,
the proxy data outsourcing algorithm, which is run
by an authorized proxy ID,, generates a file tag 7
and a processed file M* on behalf of the file-owner.

e Audit(Para,7) — {0,1}: on input the public pa-
rameter Para and a file tag 7, the public auditing
protocol, which is jointly run by the auditor and
storage server, outputs “1” if the origin and integrity
of the outsourced file specified by 7 can be verified
as true; otherwise it outputs “0”.

A secure IBDO scheme must be sound, that is, if all en-
tities honestly follow the scheme, then no failure will occur
at any stage during the scheme running. Formally, for a
security parameter x € N and any (Para, msk) < Setup(1"7),
all the following conditions hold:

o For any private key sk; < Regst(Para,msk, ID;)
issued by the registry server, it can be validated as
true and thus accepted by user ID;;

o For any pair of warrant and delegation (W, 0,,)
Dlgtn(Para, ID,, sk,, ID,) issued by user ID,, it can
be validated as true and thus accepted by user ID,;

o For any outsourced file (7, M*) < IBDOsc(Para, W,
Ow, Skp, M) under a valid delegation o, it should be
always audited as true in a round of Audit protocol,
that is, Audit(Para, 7) = 1.

3.2 Formal Security Definitions

We present formal security definitions to capture the se-
curity requirements described in Section 2.2. Two types of
probabilistic polynomial-time (PPT) adversaries are used to
model the malicious clients and a dishonest storage server.
The former may collude to forge or abuse the delegation
with regard to some file-owner, while the latter may try to
modify the stored files without being caught.

We first define the security against malicious proxies,
where a PPT adversary A is assumed to play the following
game with a challenger C.

Setup: On input a security parameter «, the challenger
C generates (Para, msk) and sends public parameter Para to
adversary A.

Queries: Adversary A can adaptively issue the following
queries to C. The challenger maintains the corresponding
query lists which are initially empty.

o Register: The adversary can ask for private key for
any identity I.D;. The challenger generates sk; and
gives it to A. This query means that the attacker can
collude with some file-owner or proxy.

e Delegation: In each query, the adversary submits a
warrant W to C. Note that W contains a delegator
identity 1D, and a delegatee identity ID,. If the
private key of I D, has not been queried before, the
challenger will first generate it. Then, the challenger
answers with a delegation o,,. This query implies
that the attacker can obtain any normal delegations.

o Processing file: In each query, the adversary submits
a tuple (W, M) to C. If the private key of ID, and
the delegation in relation to warrant W have not
been queried before, the challenger will first generate
them. Then, the challenger answers with a processed
file M*. This query implies that the attacker can
obtain any processed files.

End-Game: Eventually, the adversary .A outputs a pro-
cessed file M * under W. Note that M* corresponds to an
original file M and W contains a delegator identity I D, and
a delegatee identity ID D,,. We say the adversary A succeeds
if the following conditions hAo/ld, no matter whether M* can
pass integrity checking for M:

« Adversary A has not been made a registry query on
identity 1D, to get a private key;

o Adversary A has not been made a delegation query
on W;

e Adversary A has not been made a processing file
query that involves W; s

e 0y is a valid delegation by delegator /D, to proxy
1D, under W.

Definition 1. An IBDO scheme is secure against adaptive
impersonation and misusing delegation attacks if any
PPT adversary .4 who plays the above game with C has
only negligible probability in winning the game, that is,

Pr[Ayin] < e(k)

where the probability is taken over all coin tosses made
by C and A.
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We proceed to define the security of IBDO scheme
against a dishonest storage server. Although the storage
server may forge a delegation as it holds a mass of del-
egations for outsoured files, it can be essentially captured
by Definition 1. Thus, the following security game focuses
particularly on the integrity guarantee on outsourced files.

Setup: On input a security parameter «, the challenger
C generates (Para, msk) and sends public parameter Para to
adversary A. Then adversary A adaptively requests pro-
cessed files in the same way as in Definition 1 by interacting
with the challenger C.

Queries: The challenger adaptively carries out the in-
tegrity and origin auditing protocol with the adversary .A.
That is, adversary A plays the role of a prover, in a way
it answers integrity challenges by C on any outsourced file
that it holds.

e The challenger C generates a challenge for some
outsourced file and sends it to A;

o The adversary responds with a proof according to its
maintained processed file;

o The challenger verifies the proof and gives the veri-
fication results to A.

End-Game: Eventually, the challenger and the adversary
carry out a final round of integrity auditing protocol. That is,
the challenger sends out a challenge C' for some processed
file M*, and accordingly the adversary returns a proof P.
Assume M* has been tampered with at the storage server
side and the challenge C touches the corrupted parts of M*,
We say that the adversary A succeeds in the game if the
tuple (71, -+ , ¢, 7) in the proof P is valid for the challenge
C and processed file M*, while this tuple is different from
that generated by C from the maintained processed file.

Definition 2. An IBDO scheme is secure against modification
attacks on outsourced files if any PPT adversary A has
only negligible probability in x in winnig the above
game, that is,

PrlAwin] < €(k)

where the probability is taken over all coin tosses made
by C and A.

4 AN IBDO SCHEME
4.1 An Overview

It is challenging to achieve both proxy data outsourcing
and comprehensive auditing functionalities in IBDO. At a
first glance, it seems that if the file-owner has delegated
her outsourcing rights to some proxy, then the authorized
proxy can simply employ the existing PDP/PoR schemes
for processing and outsourcing files. However, although this
delegation has been signed by the file-owner, there exists a
gap that the information of the file-owner is not bounded
with the file, which leaves a vulnerability that the proxy
may abuse the delegation without being caught. We fill this
gap in our IBDO construction.

In our IBDO system, to delegate outsourcing rights to
a proxy, the file-owner signs a dedicated warrant for the
proxy. The warrant may specify who can outsource which
kind of files during what time on behalf of the owner, and
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so on. When a file is processed, it is partitioned into blocks,
so as to generate metadada for each block individually. The
warrant should be embedded into every metadata, to char-
acterize that the metadata are generated by the authorized
proxy. During the execution of integrity and origin auditing
protocol, except the aggregate file blocks, the auditor also
requests the aggregate metadata and the signed warrant.
Both the aggregate metadata and signed warrant should be
audited, in this way to conclude that the file is intact and is
indeed outsourced by the one as specified in the warrant.

From a technical point of view, we employ Paterson and
Schuldt’s identity-based signature scheme [32] as building
block. The delegation is generated as an identity-based
signature on a warrant by their scheme, in this way the
delegation can be publicly verified in Audit protocol of IBDO
system. Also, we follow the framework due to Shacham
and Waters [9] to split the file blocks when generating
metadata, which provides a trade-off between storage costs
and communication overheads in auditing.

4.2 Mathematic Background

Our scheme is built on bilinear groups. Suppose G and Gr
are two cyclic groups with prime order ¢, where G = (g).
The group G is a symmetric bilinear group if there exists
a bilinear map é : G x G — G such that: (1) Bilinearity:
Vhi,hy € G, and Va,b € Z, é(h{,h3) = é(h1,h2)"®;
(2) Non-degeneracy: é(g,g) # 1 is a generator of Gr; (3)
Efficiency: the map é and group operations in G and Gr
can be efficiently computed.

CDH Assumption [33]. Suppose G = (g) is a cyclic group
with prime order ¢. Given a triplet (g, g%, g?) with a, 8 €p
Zy, for any PPT algorithm A, the probability in computing
g°%,ie, Pr[A(g, g%, ¢°) = g®?], is negligible.

4.3 System Setup: Setup

Taking as input a security parameter x, the registry server
randomly picks a cyclic group G = (g) with prime order ¢
and a bilinear map € : G x G — Gr. Then, randomly choose

an integer a €r Z; and elements g2, o, p1, - -, fu1, Vo, V1,
-, Vg, U1, ,ug €r G, where B is the upper bound
of sector number in file blocks. Computes g; = ¢® and

msk = g5. The registry server also chooses three collision-
resistant hash functions such as H; : {0,1}* — {0,1},
Hy : {0,1}* — {0,1}* and Hs : {0,1}* — G, where the
bitstring lengths | and ¢ are determined by . The public
system parameter is Para = (1%, G, Gr, €, 4, 9, g1, 92, Ho, {1,

C Vo, V1, e, Vg, e, - o+ ugy Hy, Hoy H3). The master
key msk is kept secret by the registry server.

4.4 Register: Regst

Using the master secret key msk, the registry server gen-
erates a private key sk; for every user ID; who may be
a file-owner or a proxy in the IBDO system. In detail, the
registry server computes

i) < Hi(IDy), (1)

picks arandom value t; €r Z, ; and generates sk; as follows:

;= (U1,

l
ski = (skiy, skiz) = (g5 - (o [[ 157)"6") @
j=1
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Finally, the registry server sends sk; to 1.D;.
The user ID; can validate sk; = (sk; 1, sk;2) by com-
puting ; and checking whether

é(ski1,9) = é(g1,92) - (o H py s ©)
If the equality holds, then ID; accepts the private key sk;;
otherwise, she fails to register.

4.5 Delegating Outsourcing Rights: Digtn

For authorizing a proxy ID,, the file-owner 1D, generates
a warrant W which includes her identity ID,, the proxy’s
identity I D,, the validity period of W, and may also contain
some other specifics such as file type, etc. For example,
W = ID,||ID,||TimePeriod|| FileType. With Para, the file-
owner I D, evaluates hash function

,We)  Ho(W) 4)

@ = (wy,-

picks a random value ¢,, €g Z; and produces a delegation

using her private key as follows:
l ¢
Ow = (9(21 : (:u‘O H H;O’J)to : (VO H V;'Nj )tw ) gtoagtw)
j=1 j=1

The warrant-delegation pair (W, o,,) is sent to 1.D,,.

Upon receiving (W,0,) = (W, («,8,7)) from ID,,
the proxy 1D, can validate the delegation. Specifically, he
computes the hash values @, < H;(ID,) and W as shown
in Equations (1) and (4), and checks whether

MOHMuO77

If the condition holds, then the proxy ID,, accepts the dele-
gation from 1D, which means he is successfully authorized
with the warrant W; otherwise, he rejects the delegation.

?

é(a, g) = é(g1,92) -é(v H v.?',y) (5)

4.6 Identity-Based Data Outsourcing: IBDOsc

Given a file M € {0,1}* to be outsourced under a valid
warrant-delegation pair (W, o), the authorized proxy ID,,
partitions the file M into blocks such that each block com-
prises ¢ (1 < ¢ < B) sectors, that is, M = (m;;)rxec
where m; ; € Z;. Then, 1D, chooses a random identifier
Jid €r Z; and a random value ty €r Z; for file M, com-
putes vy = ¢'f, and sets o = W/|| fid||r||c||g* || g"" [|g"||v.
The proxy ID, proceeds to choose a (one-time) signature
scheme S = (Kgen,Sig,Vrf) and generates the file tag
for M as 7 = 79||S.Sig(70, tsk)|[tpk, where (tpk,tsk) «
S.Kgen(1%).

The proxy ID,, continues to create metadata o; (1 <7 <
r) for each file block using his private key sk, as follows

— 92 ,UO HM%J Humw

Finally, the file tag 7 is sent to the registry server, while
the processed file M* that comprises M, fid, {o;}1<i<, and
the first entry of delegation o, is uploaded to the cloud
storage server and removed at the proxy I.D,’s local side.

- (Hs(W || fid]|2)

4.7 Auditing Outsourced Data: Audit

The auditing procedure consists of three phases: challenge,
response and verification.

[Phase 1: Challenge] The auditor first makes sure the file
tag 7 is valid, that is, he retrieves 7 from the registry server
and performs S.Vrf(7y, tpk). If it is invalid, which means
this outsourced file cannot be audited, then the protocol
aborts; otherwise, the auditor parses 7 to obtain the total
number 7 of file blocks. The auditor randomly picks a
nonempty subset I C [1,r| along with a number of random
values s; €g Z; for every ¢ € I. After that, the auditor
sends the challenge C' = {(i,s;) : ¢ € I} and file identifer
fid to the storage server.

[Phase 2: Response] When receiving a challenge C' and
a file identifier fid, the storage server locates to the corre-
sponding outsourced file M* and computes

T = Zsimi,j mod ¢ forall j € [1,¢], and 0 = Haf
i€l i€l

The storage server sends to the auditor a proof P which

consists of 7y, - - - , ., o and the first part of delegation.
[Phase 3: Verification] On receiving a proof P, with

Para and 7, the auditor computes 4, < Hi(ID,), U, +

H\(IDp), and W < H2(W) as shown in Equalities (1)

and (4). The auditor checks the validity of o, indicated by

Equality (5) and o as follows

Dicr Si

é(ho HMJ” )
Hu (6)

If Equality (5) holds, the auditor concludes that ID, is
authorized by I D, with W. If Equality (6) also holds, she
is convinced that the challenged file is intact.

In the above three-phase auditing procedure, the audi-
tor can also simultaneously request for the specifics (e.g.,
file creation/process/outsourcing time) associated with the
warrant W of the audited file. In this case, the response P
will additionally contain the requested data specifics, so that
they can be checked by the auditor. In fact, the verification
on these specifics requires no crypto techniques.

~ ? A
é(o, g) =é(g1, go)Xier % -

([ Hs (W fid||i)®

el

4.8 Discussions

As remarked in [32], each user ID; can re-randomize
his/her private key sk; = (sk; 1, sk; 2) issued by the registry
server, that is, he/she may pick a random value t. €r Z[;
and generates sk as follows

l

i,5\th t;
(sksi1 - (1o H H; )t Ski,z)
j*l

MoHMu” )t

Sk; = (Skg,laSk;,Q) =
t +t;)

In a similar way, the proxy is also able to re-randomize
the received delegation. However, when processing and
outsourcing a concrete file, both private keys of the file-
owner and authorized proxy as well as the corresponding
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delegation should be fixed, although they might be differ-
ent for distinct files. In fact, this is realized by inserting
g',g', g' into the file tag. Also, since vy is contained in
the file tag, the cloud server cannot randomize the metadata.
Besides, although our IBDO scheme is proposed in sym-
metric bilinear groups, it can also be efficiently instantiated
using asymmetric bilinear mapping é : G; x Ga — G, that
is, by choosing Hs : {0,1}* — G3, and letting g be from G4,
and go, fo, 41, ** 5 [, V0o, V1,000 5 Ves U, -, u from Gia.

5 SOUNDNESS AND SECURITY

We show the soundness of our scheme, that is, if all the

entities in the IBDO system behave honestly, then the regis-

tration information, delegation and processed file produced

by the proposed IBDO scheme can be correctly audited.

Theorem 1. In a successful registration, the client always
accepts the private key generated by the registry server.
The proxy always accepts the delegation if the corre-
sponding file-owner is honest. If the target outsourced
file has not been tampered with, then the proof generated
by the storage server will be verified as valid.

Proof: We only need to show that Equation (3), E-
quation (5) and Equation (6) all hold. The correctness of
Equality (3) is straight-forward. Since @, = (o1, ,Uo)
and @ = (wy,- -+, wp), it follows that

MO I]:M7 °, g
é(o HM]”

Therefore, Equality (5) holds.
Note that 7; = >, .; s;m; ; mod ¢ for all j € [1,c] and

o=[Tws) TI( uoHu“”’

é(aag)'_e 927

VO H vy u)
é@«)II yyj77)
j=1

91792

el icl
TT(Hs (W fid) i) Hu’”” ry
el
:(92) ier Si . NOH,uu‘” tp s
(T (W iy - T sy
et Jj=1

We have

Dier Si

é(o,9) :é(91a92) ier i

é(ko H ™
([T Hs(wW | fidli)® H ug’, 9"
i€l
Hence, Equality (6) holds. O

The following theorems guarantee the security of our
IBDO scheme as defined.
Theorem 2. Suppose the CDH assumption holds in bilinear
groups and the signature scheme S used for generating
file tags is secure. The proposed IBDO scheme is secure

7

against adaptive impersonation and misusing delegation
attacks. Specifically, neither any client nor the cloud
storage server can forge a valid delegation on some
warrant with regard to any file-owner, any proxy and
any file of his choice, and in this way outputs a valid
processed file under this delegation.

The following proof follows the standard framework
established in [32], [34].

Proof: Assume the adversary .4 can output a pro-
cessed file that contains a forged delegation with probability
¢, in relation to some warrant he generates. Then, we show
that adversary A can break Paterson and Schuldt’s identity-
based signature scheme [32] with probability at least €. In the
following, algorithm C will perfectly simulate a challenger
when interacting with adversary A.

The challenger C is given a group G = (g) with prime
order ¢ and a CDH instance (g, g%, h), whose target is to
compute h* by interacting with A.

Setup. The challenger C sets I, = 2(¢, + qq) and 1, =
2qq, where ¢, and gq represent the total number of register
queries and delegation queries, respectively. It is assumed
that [,(I + 1) < g and 1,,(¢ + 1) < g. The challenger C then
picks a series of random values as follows

kew £100,1], and ky, £ [0, 4]

o & Z; , and x; yil 7 forevery 1 <i <1
y ¥id Zy, and y; ¥ia Zy forevery 1 <i <1
o & Z7 , and z; yil Zy forevery 1 <j </
= & Zy;, and w; ¥i3 Z; forevery 1 < j </
05,9, & Zy forevery1 <j<c

Then, the challenger C sets the public parameters as
follows

g1 = 9% g2 ="
,U/ _g —luky +Tg 7 ’LL,L:thZgU‘ foreVer}IlSiSl
g lwkw+z g , ]/j = g§7gwj fO]f eVery 1 S] S E
j ::92 gﬂj7 1 S;j S ¢

These parameters perfectly simulate the adversary A’s
view, that is, they are computationally indistinguishable
from the public parameters in Para. Note that the solution
for the given CDH instance is the same as the master secret
key msk.

Queries. The adversary A can adaptively issue the fol-
lowing queries to the challenger C.

Register Queries: The adversary A adaptively submits
identities to C for requesting private keys. Since the chal-
lenger C does not have the master secret key msk, he will
answer this type of queries as follows. For each queried
identity ID;, the challenger C computes ; as defined in
Equality (1). For simplicity of presentation, we set

!
F(i;) =2’ + Y wjuij — luky, and J(i;) =y +Zyjum
=1

Ui, F(ﬁl)

Thus, we have ug H] L1 = go g7 (@),
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If F(i;) # 0 mod g, then the challenger C chooses a
random value t; €g Z; and computes a private key sk; =
(SkiJ, 5]411'72) such that

J(ug)

T F(a;) F(un ti
g

skii =g, ,uoHu t”',andskzg—g

If denotes t; = t; — a/F(i;), then one can check that the
above private key sk; is valid for I.D; due to the following
equalities

skii=g5 - (gg(ﬁi) :

F(u; J(@\Nti— ey i
:g;‘(g2(u)gl(u )) F( i) 92 uOHuuj
Jj=1

T\ - F (@ )\t
gJ( z)) F(a;) . (92( ) J(ul))tl

"9

and sk; o = ghi—/FE) = g'i. Thus, the private key sk;
generated in this way is computationally indistinguishable
from the real private key in the adversary’s perspective.

Otherwise, i.e., F(@;) = 0 mod g, the algorithm aborts.

Delegation Queries: The adversary A can adaptively sub-
mit a warrant W to the challenger C, where W specifies
a delegator ID,, a proxy ID, and some other specific
information. The challenger C will generate a delegation of
ID, for ID, with the warrant W as follows. The challenger
first computes 4, as shown in Equality (1) and evaluates
F(i,), then gets into one of the following two cases.

Case 1: F'(i,) # 0 mod l,. In this case, the challenger C
generates a private key sk, for 1D, as discussed in register
queries, and generates a delegation o,, as described in our
scheme. The challenger C gives o, to A.

Case 2: F(d,) = 0 mod [,. For a given W, the chal-
lenger C computes @ as shown in Equality (4). Similar to
the discussions of register queries, for simplicity, we set

¢
:z’—|—ZZjW] lwky, and L(W) = @ +ZwﬂwJ
j=1
Thus, we have vy H§:1 yj = gf(w)gll(w).

If K(wW) = 0 mod g, the algorithm aborts; otherwise,
the challenger C chooses random values t,,t, €r Z;; and
computes a delegation 0., = (04,1, Ow,2, Tuw,3) Where

(o H Y Yt

(W)

Mol_[ﬂ7 Kﬁ

Cua=g', and o, =g <7 - g,

If denote ¢/, = t, — a/K (&), then the delegation o,
generated in this way is computationally indistinguishable
from the real delegation in the adversary’s view due to the
following equality

l J4
= (95 - (mo [T wj= )" - (o [T 5") " 9, 9)
j=1 j=1

Delegated Data Processing Queries: The adversary A can
adaptively submit a tuple (W, M) to the challenger C, where
W specifies a file owner ID,, a proxy ID, and some
other specific information. From the proposed scheme, we
know that the register query and delegation query should

8

be submitted at first, with inputs (ID,, W) and ID,, re-
spectively. If F(i,) = 0 mod [, and K (@) = 0 mod ¢,
where i, < Hi(ID,) and @ < Hy(W), then C just aborts
the game since he cannot generate a delegation for the
given identities and warrant. For the case that F(d,) # 0
mod I, or K(w) # 0 mod g, the challenger C carries out
the following steps.

Step 1: The challenger generates a delegation o, as
discussed in delegation queries.

Step 2: Computes @, < H;(ID,) as shown in Equal-
ity (1). If F(dp) = 0 mod l,, then the challenger aborts.
Otherwise, the challenger extracts a private key sk, for
1D, as we discuss above. The challenger C picks a ran-
dom value ty €r Z; and a random unique identifier fid
for file M, and computes vy = g'/. For each file block
m; = (mg1,---,m;c) where 1 < ¢ < r, picks random
values t; € Z; and sets

ey £; >G=10im; c s
Hy (W fidi) = g /(g5 ™7 - %m0
That is,

(H3(W || fid||3) H = (g")t = (¢'7)"

Next, the challenger computes the metadata for file block
m; as o; = g3 - (ko H;Zl g )t (g")f. It is easy to
see that the metadata generated here is computationally
indistinguishable from the real one in the adversary’s view.

Step 3: The challenger sends the processed file M* which
includes {0;}1<i<r U {ow, fid} to A.

End-Game. Finally, if the challenger does not abort, then
the adversary A will output a forgery

M* = (M j)ixe U{Git<i<i U{Gw, m}

in relation to some warrant W with non-negligible probabil-
ity. According to Definition 1, the adversary A succeeds in
the game means that &, ig\yalid for W. It further implies &,
is a forged signature for W in identity-based setting. Thus,
if the adversary A can break the proposed scheme with
probability €, then it can also break Paterson and Schuldt’s
identity-based signature scheme [32] (i.e., outputs h?®) with
probability at least €. O

Theorem 3. Suppose the CDH assumption holds in bilinear
groups and the signature scheme S used for generating
file tags is secure. The proposed IBDO scheme is secure
against modification attacks. Specifically, the storage
server cannot forge a valid response for any integrity
auditing challenge, if the challenged file blocks in the
outsourced file have been corrupted.

The following proof is inspired by a standard framework
established in [9].
Proof: The proof consists of a list of security games
along with respective analysis.

Game 0. In this game, both the adversary and the challenger
behave in the way defined in Definition 2.

Game 1. This game is identical to Game 0, with the follow-
ing difference. The challenger maintains all the processed
files that have been provided to the adversary in Setup
phase. In the final round of integrity auditing protocol, the
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adversary outputs a proof that satisfies verification equation
(6) for the challenge C, warrant W and processed file M*,
while the aggregate metadata is not equal to that generated
by the challenger from its maintained information.

Analysis. Suppose the adversary A succeeds in Game 2
with non-negligible probability. Then, we can construct an
algorithm C to solve the CDH problem. Algorithm C is given
a group G = (g) with prime order ¢ and a CDH instance
(g9, 9%, h), whose goal is to output h* by interacting with A.

Algorithm C behaves like a challenger of Game 0, but
with the following differences:

e It picks a random value a €p Z;, and sets g1 = g%,
g2 = h and msk = g¢5. Also, it randomly chooses
0,9 ﬁ Z;‘ for each 1 < j < ¢, and computes u; =
9"

e It controls the random oracle Hj3 so that it maintains
all the queries and answers them in a consistently
manner. For the queries of the form H3(W/||fid||7),
it will respond in the following way as shown in
processing file.

e For processing a file M under W, it first computes
U, < Hi(ID,) as defined in Equality (1), and
extracts a private key sk, for ID, as defined in
the proposed scheme (see Equality (2)). The chal-
lenger C picks a random unique identifier fid and
a random value a € Z ;‘ for file M, and computes
vy = (¢g*)® which implies t; = aa. For each file
block m; = (m;1,- -+, M) where 1 < i < r, picks
a random value ¢; € Z;‘ and sets

o i 351 0ima m;
Hy(W | fid]li) = g /(g5 L gim T

That is,

(H3(W|| fid||7) g = (v

H mi J

The challenger proceeds to compute the metadata for
file block m; as o; = g5 - (po Hé‘:1 )t (gt
It is easy to see that the metadata generated in this
way is computationally indistinguishable from the
real metadata in the adversary’s view.

e Algorithm C interacts with the adversary A to per-
form the integrity auditing protocol. As specified in
Game 1, the game aborts if the adversary outputs
an aggregate metadata o that is not equal to the
expected one ¢ in a round of auditing.

Let (71, -+, 7.) be the aggregate challenged file sectors
in the proof P. Thus, we have

Dier Si

é(&,g) :é(gl,QQ) ier s

#OHNJM ")

([ Hs(W1| fidli)® Huj v )

i€l

and

lEI Si

é(ko H/J]“ )
Huj v ®)

Note that 7; = m; cannot hold for all 1 < j < ¢ since
otherwise, ¢ = o. If denote Am; = 7; — m;, then at least
one element of {Am; : 1 < j < ¢} should be nonzero.
Dividing Equality (7) by Equality (8) on respective sides and
assuming vy = (9%)%, we get

é(o,g) =é(g1, ga)>ier =i -

HH3 W || fid]li)®

el

c

= ([ (o5 9")2™ . (9°)7)

j=1

&(5/0,9) = e(J] )™ vp)

It further implies
é(&o_—l(ga)—af Z;:l ﬂjA‘n’j ; g) — é(h7 ga)&f Zj-=1 GjA‘n'j

Thus, we get the solution of the given CDH instance as
follows

he = (5_0,—1(ga) ap 35195 AWJ)W

aslongas ay 3 j_, 0;Am; # 0 mod g. Since some of {Ar; :
1<j<c}are nonzero and ay, 0, for 1 < j < c are random
values, we know Prlay > 5_, 0, A7rj = Omod q] = 1/q.
Thus, if the difference between the adversary’s probabilities
of success in Game 0 and Game 1 is non-negligible, then we
can construct an algorithm C as discussed above to solve the
CDH problem.

Game 2. This game is identical to Game 1, with the follow-
ing difference. As in Game 1, the challenger maintains all the
processed files that have been provided to the adversary in
Setup phase. In the final round of integrity auditing proto-
col, the adversary outputs a proof that satisfies verification
equation (6) for the challenge C, warrant W and processed
file M*, while at least one of the aggregate challenged file
sectors is not equal to that generated by the challenger
according to its maintained information.

Analysis. Suppose the adversary A succeeds in Game 2
with non-negligible probability. Then, we can construct an
algorithm C to solve the discrete logarithm (DL) problem.
Algorithm C is given a group G = (g) with prime order ¢
and a DL instance (g, k), whose goal is to output « so that
h = g by interacting with A.

Algorithm C behaves like a challenger of Game 1, but
with the following differences:

o For processing a file M under W, it first computes
U, < Hi(ID,) and extracts a private key sk, for
1D, as in the proposed scheme. Also, it processing
file M by following our scheme but using parameters

=g, ’g“9 for each 1 < j < ¢, where 0,7, ¥ia Zy.
It is easy to see that the metadata generated in this
way is computationally indistinguishable from the
real metadata in the adversary’s view.

e Algorithm C interacts with A to perform the integrity
auditing protocol. As specified in Game 2, the game
aborts if the outputted aggregate file sectors {7; :
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1 < j < ¢} are different from the expected ones
{m; :1 < j <c}in around of auditing.

According to Game 1, we know that & = o. By checking
Equality (7) and Equality (8), it follows that

([T HsW | Fadlli) - TT wf,vy)
icl j=1

= e(J[ Ha(W || fidli)* - T] uj? vp)

el j=1

It further implies that .H;f:l ujJ = [Ij= uj’ Let Am; =
7m; — mj for each 1 < j < c. Thus, at least one element of
{Am; : 1 < j < ¢} should be nonzero. We get

c c
A
Ay 0; 9. I C_L0;AT; C_1 VAT
| | uj J | I (9219 J) — h2_7,1 J 192_7,1 J i =1
j=1 j=1

Thus, we get the solution of the given DL instance as follows
a= f(z ﬁjAﬂj)(Z 0;Am;)”t mod q
j=1 j=1

as long as > 7_, 0;Am; # 0 mod g. Since some of {Ar; :
1 < j < ¢} are nonzero and 0; for 1 < j < ¢ are random
values, we know Pr[327_, 6;A7m; = 0 mod q] = 1/q. Thus,
if the difference between the adversary’s probabilities of
success in Game 1 and Game 2 is non-negligible, then we
can construct an algorithm C as discussed above to solve
the DL problem.

Since the hardness of CDH problem implies that of DL
problem, we complete the proof by combing Game 0, Game
1 and Game 2. O

6 EVALUATION

6.1 Modification Checkability Analysis

The detection probability of the storage server’s misbehav-
ior in PoS related schemes has been discussed in [4], [10]
etc. In our scheme, when auditing an outsourced file, both
the delegation o, and the aggregate metadata o should
be validated by the auditor. If the delegation has been
tampered with, then it can always be detected by the auditor
in an execution of auditing protocol according to Equality
(5) and Theorem 2. Furthermore, similarly to the results in
[4], if t blocks have been tampered with or deleted by the
storage server, then the auditor can detect this misbehavior
with probability p = 1 — lelzla ! r=I=i Particularly, if ¢
percent of file blocks have been tampered with, the detection
probability p on the corrupted file is only determined by the
number of challenged blocks |I|, thatis, p ~ 1 — (1 —¢)/l. In
this case, the auditor can challenge |I| ~ In(1 —p)/In(1 —¢)
blocks in a round of auditing to achieve detection proba-
bility p. For example, if the delegation is intact while one
percent of blocks are corrupted, then it can be detected with
probability of 90% and 99% by random choosing 230 and
460 blocks for auditing in a challenge, respectively.

10

6.2 Theoretical Analysis

We summarize the computation costs of each algorithm and
protocol in Table 2, which shows a comparison between
our scheme and Shacham and Waters’ publicly verifiable
PoR scheme over bilinear groups [9]. The costs of file tag
generation and verification are not counted as they are
determined by the specific signature scheme & chosen at
the processing file phase. In the table, M and E denote one
multiplication and one exponentiation in G, respectively;
similarly, M7 and Er respective denote one multiplication
and one exponentiation in G7; M, and A, represent one
multiplication and one addition in Z,, respectively; P de-
notes one bilinear pairing evaluation é : G x G — Gr.
We do not differentiate hash evaluations of Hy, Hy or Hs,
and denote them commonly as H. Since both g; and g
are public parameters in our IBDO scheme, é(g1,¢92) can
be pre-computed and looks also as a public value. Thus, it
is not included in Table 2. As known that exponentiations
and pairings are more time-consuming compared to the
other ones, they would essentially determine the efficiency
of these two schemes.

In both schemes, all verification cases at user side take
only constant pairings, that is, when verifying a private
key issued by registry server, validating a delegation gen-
erated by a file owner, or checking a proof in a round of
(comprehensive) auditing. All other phases do not involve
pairing evaluations. For processing a file M with sectors
{m; ;}rxe, SW scheme takes (rc + r) exponentiations, rc
multiplications and r hash evaluations. Our scheme only
incurs one more time-consuming exponentiation, plus r
efficient multiplications. Thus, both SW scheme and ours
enjoy the same efficiency level for processing the same
file. When performing a round of auditing protocol on an
outsourced file, both schemes require the same number
(i.e., |I|) of exponentiations in group G at cloud storage
server side. While at auditor side, SW scheme takes (|I| + ¢)
exponentiations in group G' and two pairings to check a
proof, and our scheme would take another four pairings in
order to auditing the corresponding delegation.

Table 3 further compares our IBDO scheme with SW
scheme in terms of storage costs at the cloud side, com-
munication overheads in a round of auditing as well as
designing settings. In the table, ES¢ and ES, respectively
denote the byte size of group elements in G and Z,. The
block numbers ¢ € I in a challenge are taken as elements
in Z,. For realizing origin auditing on outsourced file, our
scheme should let cloud storage server to keep one more
element in G, that is, the first element in the delegation for
this file, when compared to SW scheme. Also, this additional
element would be sent to the auditor when performing
comprehensive auditing in our scheme.

6.3 Experimental Analysis

We conducted experiments on our IBDO scheme and the
SW schem using Pairing Based Cryptography (PBC) library
(http:/ /crypto.stanford.edu/pbc/). All algorithms and pro-
tocol were coded using C programming language and con-
ducted on a system with Intel(R) Core(TM) i5-5200U CPU
at 2.20GHz and 2.20 GHz and 4.00GB RAM in Windows 8.
The elliptic curve is of type y*> = z° + z with |g| = 160 bits
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TABLE 2
Comparison on computation costs of each algorithm in IBDO scheme and SW scheme

Algorithm [ Costs (at server side) Costs (at client side)
Our IBDO scheme

Setup 2E —

Regst (I4+1)M+ 2E + 1H IM + 2P + 1M + 1H

Dlgtn (generation) —
Dlgtn (verification) —
IBDOsc —

Audit

clIMg + c(|I| — 1)Ag + (|I] — 1)M + |I|E

(£ +1)M + 2F + 1H
(I 4 )M + 3P + 2Mr + 2H
(re+r+1)E+ (re+r)M+rH
(I —1)Ag+ 6P+ 2L+ L+ c+|I| —1)M
+(|1] + ©)E + 2E7 + 4My + (|[I| + 3)H

SW scheme in bilinear groups

Processing file —
Audit

clIMg +c(|I]| = 1)Aq + (|I] = 1)M 4+ |I|E

(rc+r)E+rcM + rH
2P + (c+ |I| = 1)M 4+ ([I| + ¢)E + |[T|H

TABLE 3
Comparison with SW scheme in bilinear groups

Schemes Storage costs at cloud side | Communication costs in auditing Setting Delegation enabled | Multi-user
SW scheme [M]+rESg 1ESG + (/I + ¢)ES, Public key X X
Ours |M|+ (r+1)ESg 2ESq + (2|11 + ¢)ESq Identity based v v

and ESg = 256 bits. We set [ = 160 and ¢ = 160. The file
sectors are of 160 bits size.

The performance of generating and verifying a private
key for some user in Regst, and that of generating and
verifying a delegation in Dlgtn are shown in Figure 2. The
time consumed by each of these steps is roughly 10ms,
which is negligible for deploying in real-world applications.
As discussed in Section 6.2, processing a file using both
our scheme and the SW scheme would run a number of
exponentiations in group G. In detail, when processing a
file of S bytes by splitting into sectors of size sS4, it will
create 1 = [S/(c¢ - $sec)] file blocks. Thus, the number of
required exponentiations under both schemes for generating
metadata would respectively be

S S
NIBDO = ’70.71(C+1)+1, andNSW = [071(04’1)

sec SSEC

We compare the efficiency of both schemes by letting them
processing a 1MB file, and consider several cases with
different splitting manners, that is, we set ¢ = 100, - - - , 500,
respectively. In our experiment setting, s,.. = 20 bytes. The
experimental results shown in Figure 3 indicate that both
schemes enjoy the same efficiency level in all processing
cases. This is consistent with above theoretical analysis.

130 ! - -

129 0B 1BDO scheme

128 BB sWscheme

127 g
126 .
125 .
124
123
122
121
120

Time (milliseconds)
Time (seconds)

100 200 300 400 500

Sector number per block (c)

Fig. 2. Performance of Regst and Fig. 3. Performance of process-
Dlgtn ing a 1MB file with different sector
numbers

Figure 4 shows the time to audit an outsourced file with
1% corruption. We do not take into account the time costs

of preparing a challenge C since it can be run offline for
sampling a series of random elements. In the experiments,
each file block consists of 100 sectors, which means that
it has around 4KB of size. We consider several cases of
achieving different detection probability of corruption, i.e.,
0.5,---,0.99. The simulation results of Figure 4 demon-
strate that our IBDO scheme has comparable efficiency as
SW scheme at both sides of the auditor and cloud storage
server in carrying out the auditing protocol. For example,
for realizing 0.9 detection probability, the auditor in both
schemes can finish in less than 1.2 seconds. Also, in both
schemes, the time cost at the auditor side is larger than that
at the cloud side, which is consistent with the theoretical
analysis shown in Table 2. Note that the former can be
shared by several auditors in a multi-auditor setting. That
is, several auditors can cooperatively audit the same file to
achieve a high detection probability of corruption, where
each auditor needs only to audit a different part of the
outsourced file with a low detection probability. Lower de-
tection probability requires smaller amount of computations
so that it would be more efficient for each involved auditor.

2.2 Il Il Il 2.2 Il Il Il

2 (I B BDO scheme 8 2 I B1BDO scheme

1.8 /IR SW scheme 3 1.8 {0 SW scheme

7 16| 1 3 e
£ 1 Eu
g | g 12
2 2
: £ o
) £ 06
0.4
0.2
0
05 0.6 07 08 09 099 05 06 07 08 09 099

Detection probability of corruption

(a) Cloud side

Detection probability of corruption

(b) Auditor side

Fig. 4. Performance in a round of (comprehensive) auditing protocol with
different detection probability on a 1% corrupted file

7 CONCLUSION

In this paper, we investigated proofs of storage in cloud in
a multi-user setting. We introduced the notion of identity-
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based data outsourcing and proposed a secure IBDO
scheme. It allows the file-owner to delegate her outsourcing
capability to proxies. Only the authorized proxy can process
and outsource the file on behalf of the file-owner. Both the
file origin and file integrity can be verified by a public
auditor. The identity-based feature and the comprehensive
auditing feature make our scheme advantageous over exist-
ing PDP/PoR schemes. Security analyses and experimental
results show that the proposed scheme is secure and has
comparable performance as the SW scheme.
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